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2.3
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29
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L‘fjuqﬂﬂifﬁ Firewall 9li@ Next Generation Firewall(NGFW) wuu Appliance

il Network Interface Wuu 10/100/1000 RJ45 laishain 8 Port way

i Interface out-of-band management wuu 10/100/1000 Lifindn 1 wesn

i Firewall Throughput Litieanin 2.6 Gbps

seesumsidausandauiu (Concurrent Sessions) lsitfasnin 200,000 sessions wazsaITUNTS

Woustalugl (New Sessions) laltfesndn 34,000 sessions feunfi
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2.4.1. IPS (Intrusion Prevention System)

2.4.2. Application Control %38 Application Visibility %58 Application Visibility and

Control %38 Application Identity
2.4.3. URL Filtering
2.4.4 Threat Prevention #3® Malware Protection %38 Zero Day Protection %38 Malware
Defense #38 Threat Protection i Virus, Botnet, Malware, Spyware WHudu

2.4.5 SSL Traffic Inspection (Decrypt/Encrypt) %38 SSL decryption
31 IPS Throughput 3@ Threat Prevention throughput lidauni1 1.2 Gbps Waga1u15n
update signature anlutialanasn  Fraar5ulsziu
31 NGFW Throughput %38 Firewall Throughput litiaenin 2.6 Gbps
il IPSec VPN Throughput lalsitieenin 1.1 Gbps
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annsandunsea (Fitter) doyafiluaniiuniu Source IP Address ,Destination IP Address ,
Source Port , Destination Port LU Stateful Inspection ¥saiiguwin wseRninle
ann3evi Logging #u Syslog 1¢ Tnedmfiuuussuudiiaus uasdsoenluda Centralize Log
wIsgunIninteuenla
a1u130vi1 Dynamic Routing Protocol l6iuA RIP, OSPF way BGP \ustiiies
aunsnlgunINuInTgIU IPV6 18
aNIAUIMIIAM I LTNUMENTS Integrated iU LDAP w38 Active Directory #38 Radius 1A
au13091 (NAT) Network Address Translation waz (PAT) Port Address Translation 16
AN1130UIMSIANNTUNSAINIUNNASFIU HTTPS 38 ssH leduatnatoy
funasdnglwdiwuy Power Supply fianunsavitauiuszuuliinludsswmealneuuy 220
VAC, 50 Hz la
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2.17.1 aansavhmsdsesdeya Log Wdwunsalinfiudeyanieuen wu External Storage
W38 FTP/SFTP Server (umuls
2.17.2 a1wsauanssneauaiiad eulmdiunisinwainuasasie (Security Activity
Report) %38 Threats Report, N13l4911 (Usage Report) wazaniuyn13vi1a1u (Status
Report) %38 System Events Report
2.17.3 @m130vi Schedule Report o1
2.18 AuudnuwE AU
2.18.1 wﬁmﬁmm’ﬁ'ﬁuaua%m”awq’?u Leader Quadrant ¥94 Gartner Magic Quadrant

#inu Enterprise Network Firewalls Uaga tnetiuand 2022 10uduly

o
s

2.18.2 fms¥udsziumstriaunndemiedadasannnisiadegunsaivessruniidade suds
nstrgaunnsasiatadasduinannisldiuresszuuiifnd eldussozinan 3 9
Tnoflidoulurmudunsesuuy 24x7 Onsite Services uazsaadadmiianduiuns
uiledmlildnulduninnelu ¢ Flus wdmnldsundanannsaleaunindndnau
mslatfhdrugfinnm S el szuudesamnanuansiufiduganisiuuseiuldlussu
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=l at d ] = 1 &
TUazdsanMaNBUzYa1gUNTlITRNABIZUUIATEYNY Network Switch

aunInlidauraszuUIATaYIY (Network Switch) 31u7u 1 ¥n faudnwuzagtasail

L.

SNy o BW

10.
11

12.

15;

14.

15,

16.
17.

\Ju Switch fiflvunm Switching Capacity laitiesnin 170 Gbps waviiuszandnmlunisdein
foua Forwarding Rate liitfaenda 125 Mops
Jveanudavan DRAM v3e RAM wunaliidaanin 2GB wasnuiga?1udn (Flash memory)
yunlitesnin 4GB
fiwosn 1/10Gigabit Ethernet wuu SFP+ Liteanin 4 port
fiwosn 10/100/1000 Gigabit Ethernet wuu Copper Litloanin 48 port
39934 MAC Addresses lalitiaenin 16,000 Addresses
5895UN15Y1 stack ldueenin 8 @7 wawdl stacking bandwidth liitleanda 80 Gbps.
mmsmw"ﬂmumummgm |[EEE802.1D, IEEE802.1w, IEEE802.1s, IEEEB02.1p, IEEE802.1Q
wax IEEE802.3ad 19
5895U IPva routes %58 FIBva lalsitiaandn 11,000 routes
s995UN1591 Virtual Extensible LAN (VXLAN) I Taganunsodedvdnd nnsldeufisdalu
DUNAR
@11158911 Port Mirror (SPAN), Remote Port Mirror (RSPAN)
seafunsdninudeyaafifinisldunietieniuuinsgiu Netflow wie sFlow %38 IPFIX w3e
Netstream ¢
5093UMIUTWAUBENA WS A28 AF1d9 (Programming) WUy NETCONF/YANG 38
Python 1aiduegsties
gnunsofedaluiuiisaiauy Rack 197 vwa 1U 16
anunsavinunuszuulnihluusewelnewuu 220 VAC, 50Hz 19
guUnsalfilaue deseglu Quadrant : Leader U 2022 w3adanan vo4 Gartner ludrut3ng
“Wire and Wireless LAN Access Infrastructure”
HIUN35UTOIMNNINIgINANUUaaAAY IEC, FCC uay UL
fnsulssfumstigaunniasiedadesannisindegunsaivessruuitinds saufns
Frgnunniomatndessuininnislinuesszuuiidnde (uszorinan 3 9 lneiidouls
PMANATEILUY 24x7 Onsite Services lagdpsdadmihfiundndunsudletgmlildau

Tadn@nielu 4 2 laendeanldsundnin ao.nnn.



